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(54) METHOD AND APPARATUS FOR AUTHENTICATION IN WIRELESS LAN SYSTEM 

(57)Abstractr 

PROBLEM TO BE SOLVED: To provide a method and an apparatus 
for authentication in a wireless LAN system which can concurrently 
achieve delivery of an encryption key for maintaining concealment 
between only parties performing wireless communication and an 
authenticating procedure and can simplify each authenticating 
procedure to the same AP (a base station) performed by a S TA (a 
mobile terminal) completing initial authentication after releasing the 
authentication. 

SOLUTION: The STA searches whether a MAC address of the AP 
intending to perform the wireless communication exists in an AP 
information managing table maintained by the STA. If the MAC 
address does not exist in the AP information managing table, a 
request for authenticating a public key is transmitted to theAP. If 
the MAC address exists in the AP information managing table, a 
request for re-authenticating the public key is transmitted to the 
AP. 
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*s^t, sta mmm&m «\ &*ia«s:fT:*s5 1 

t5AP m&m) (OMAC7K^«BSTAO« 
Jti" 5 A P WS^St 1 - ^Vwrt fc 5 ^ffd^Sr** 
U fjEMA C7 Kw^dSBuiaAPflr«*S^— >^/Wrt 
fc#«EU*V*»'&K:HU fSES TAtttuEAPfcl^fLT 

^B8«BfiEB#£fTV\ MCA P ttffiE^HiMMES* 
^»S"e*>5it'g k f2:f4S&l5STA^aB£Srfi 1 v\ buEM 
ACT K^^^SufBAP«a*3S^->^/Wrt^#aEi-5 

fitilBS TAfiffirlBAPf^LT^BBftSSIE 
K#«rfrV\ SuS2APttffirlB^BH«iffBIES*j&S5ea"e 

[»*«2] »BAPffl[f|flT-^fi, iuEST 
m<o^Z> A P (DMA C7K^ trMWEXTXttMlc 

v- * 7; A *5 # 5 BfE;* j£ 0 

&mt. «TlBAP»*»^»jCi-5^B^j>5t - ;5 
<DAP^H^£ X BtrfaAP^BBftSrfd-bfcg feo^L— »f 
BEW» Tfc 5 i: r 5 O A P ^-f BEB» t 85 
ESTAte. ^^Mltfc^STA^ih BuE 

s TAm&m\zttfc~tz>temmx~hz t z*><os ta^ 

w i 2r#$[ ^Jg l j^Wiff*^ 2 ©fan** l ^ 

f- IS* (O MM L A N is * T A 33 it 5 BK* fe 0 
[ft#^4 1 HUES TA^MIBAPJc^f UTUfS^BB 

fll/SStU B&E4*HJ«BBE3MIte. SulBS T A^&ffirts 
APfc^LTBBES^^tfS^^y^i, iuEBIiEM* 
SrSffi" L/cSulE A P fuE S T A LTiuE A P 3. 
^iffE^S^SIfg-rs^^y^^, buEAP^— IfiEW 
*«rS«bfcffirlBSTA^. huEAP^i.— rBEW»Srtj| 

ffiUfc«^»IBAP^— 1f|EW»^|S#*tLfcttlEAP 
-4^§i®$r>^V^TlulE S TA^. — If lEI^ilr^fff-^-fb LTPb 1 

*ftSTAa-fEH»tft*U tfrEW#<bSTAa. 

E*»ftSTAa.— j»fEW»«:St« lfc«EAP#, fu 
El**flsSTAa^if|ES#^roBAP»*|ii?t(#-ffc 
LTituESTA^-1fIE^§£^£u fuESTA^x- 
iFf£f3«£&ELfc«iwBuES TA=.-iflEW»t*# 
SttfcttES TA^H»SrffiVNTBul5APd5^L.fc^ 

5i« £ BuE S T A Iz&m L TBSEW * fflferf 5 * x y 

:^*a*&*j£S;h,. WEi**{b#a«*S«LfciKrEs 



<om&LANisx^j*\z3$i-fz>mmj5& 0 

in&ms] buES TA^BulEAPl^tTSiE^H 
^E»*S:fr5 8R^SIS«*tt5MAC7 Arto 

!7 .AzKt^ £{$<£>Algorithm Numb er<D fit l"0j X 

it r i j Tftv^ttJt^jfc r n j t*&5. <t £#tg<h-f 

5 It 4 K lE^co L A N v- t- A *5 it 5 BUE^ 

[«*«6 ] WEAPtt^lMiWsa^-^SriRJt 
10 U fuE^Hii^S^— ^WtfflEAPtfailcBEJT 
PTSriiftUfc^af^W^HifES TAOMAC7 Kl/^ 

RSTAtf>8uESTA4*BB«£ % fiEAP^iST 
AOBHffBr*H:*j«b»fTLfc#a«4:*r, *»rKK 
fF^«fc:«*M-3. ri:S:#«ii--5«*«5^E*o 
L ANv'^TAIujolt -5 BIE^feo 
[«*^ 7 ] HUE S T A^ffiffiA P bTiiuE£:!l 

««BE»**rfr 5*^ ^HIi1fBK^«(c: <fc 

oT*/*S*!, % ffiTE^BBe^BIE^JIitt. buESTA^ 
e>8&EAP^*rUTSBIES**tT5^T-y^i:, SuE 
itf WBEK#*rS«Lfc*rEAPas % SuE^Bi»?fBEK 
*£r3£ff LfcfuES TAOMAC7 K UJ* #*iuE A P (O 

QkWir z> tu e^ n m*g m t — zf/^ ^ -f § ^ 

MES TARMAC T KW-xasiKrE 

J-*HSi-5^IB«"C*>5 i - ^^suESTA^^Ii^ffj 
E^IMi^S^-^ r /^rt^^UTV^Sr irSr^BU^ 
»-e^J*. SuEAPIi. aRSTAfc»lx««t5*f 

S T A^««T*tft LTIf #ft**Mt4*L, R 

^ **<k*f#a«*«rESTAfc3s«LTBiEfF^ta» 

f LfctJSSTA^ x WEl*»{b*f*a*SrTOESTA 
«*«Ttt#ftbTlWE«f*a««:?f*b % «c7)7lx 

•t* 5 If * JS 6 ^ E «c © «e H l A N ^ 7^ A jb* 5 B IE 

1 b3ES TA^ffirEAPtc»UTH9E^BB 
«BFBBES*SrfTpR^agS«*axSMAC7U— jxrt 
c^^ U— A^^^^OAlgorithiD Number^»1lfi x TOj 

^ t r i j ^ r n j -cftv>e»©ft r mJ t*^5. 

[fS3t^9] SSL AN^^A^^JtSBESSJllC 
*5^T, SlftafftrfT^? t~tZ> AP (SJ&^) (DMA 

#fti-5^^^^^L. buEMACT Kw^^SfiuEA 
PflHIM^-^rtic^ffiUftv^^fctt, fuEAP 
f-#LT^^^Bli£^:££:?TV\ fuEMA C T K 
»BAPf(IMf^^rtic#ftt5t*tf4, iuE 
5^7 APfc»LT^H«IWM*«rfT5 STA (^ib^^ 



I 



3 

m) t. SufBS TAj&>fc<aftrE^H«BSE5#£>5lMi 
8trE^M«?5BIES#asg.S -c fc 5 HUE S T A 
ofgfIE£*T? iuEAP iSr#«£1-3« 
& L A N -r A tc*5 SBmESBo 

[9*510] SSEAPltfRflfS^-^/Wi, SuISS 

TA3ftsmiB^BIi*IE»*4:tfoTK4^ll|BBBE<D^T 
HI^5AP^MAC7 KW^«r*3SfRBE%TltaJ(S 
fc«#1- 5 ^ t Sr#« 4: i" 5 If 9 icEISoMSS L A 

[S*Sll] tMBAPHt. @bOiB««-efc5AP 

ittttAP»*»ii»j6i"5^iB<ii-c*>5fcr 

£<E>AP4*liB«i. BufBAP^§B«iSr#bfca 

tuESTAJi. §bOM®"Cfc5STA^S^, ffi 
IBS TA^IK-^tiSi-S^IISi^feSi: w5«^STA 
^Mli^, iulBS TA<^H^^r#bfcg fe<&3.— iffiEW 
#T*fc5 t r^OSTA^.-iFfEK#^«r«^UTV^ 

2] bubBS TA^^IBAPtC^UTgufS^ 
H«BBES*Srff 5»*J-f±, 1W1BS T A^biuEA P 

a p a> b me s t a\^m uriuie a p »f 

fSU fflEAP:*— 1ff£9l»*£ftLfct&ES TA#. 

«rEAP^-^KW»*tkKbfc«fc«rEAP3L---* s BE 
W*^jfSf+S*bfc*lrEAP4^H«*:ffiV^Tt(rES TA^- 
-1fii£K*?r« : #{bLTBt^t:STA^--if|E^*^^ 
/SU StrEHf-S-fbSTA:*— lFKW*«rttrEAPi;i#L 
TatHtU lttE«F#ftSTA3--1fBEH»SrSfllLfclW 
!5AP^, HuEff&#{kSTA^— 1ffE^*SrfuEAP8J 
*«T«ffttT«lESTAa- tffEK»*rf¥^U fu 
ES T A^-1fiEK#S:tfe|Ebfc:«^HtrES T A3.-1P 

bee £ tvfciuE s t A^mmzm ^ t sue a p 

***Lfc*a«Srl»#flsLTIit#ft*a«Srfpj*b. 
BuEI*^{fc#ffl«SrBuES TAllgjI LTMlEfF pj£rii 
*nU IJEi**ft#a««rS«Ufc«»ES TAd*. iuE 

i»#{k#aiiSr«rEs TA»«n-c«»ffcLT«rE*a 

[ft *5 1 3 ] fuE S T A^SuEA P £:# bT«tTE4* 
BB«BBES*S:ff 5R(-SISffi*n5MAC7i — Art 

<7^:7 A/tf-x^g&tOAlgorithm NumberCOfSfi, TO J 

iw*s i 4 ] tuEA p it^mm^m^-y^^^n 

U «rE^B««a^— ^ttttEAP*a*fcBBEfF 

*J£iI£n L^IOt^tulSSTAOMACT 

£ x s£ S TAOHuES T A<£f^@£ N fuEAP^gST 
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A©BliEfFpl^F(-^U*?f bfc#a«i: SSfBUE 

l A N v;*^ A (d^5 ft SBIEKfio 
IB*5 1 5 ] HuE S T A^SfuEA P \C# It fuE^r 
BBftSBES^Sr^Sii^fctt, KrES T A^bfifrEA 
Pfc#LT««BE»3fc«:fTV\ «rESBIEll*S:g«b 
fctKEAPdS. StTE^BB«ilfBIES*S:S«UfcHSES 
TAtDMACT K^*UEAPO«»-t"*ttE^BI« 

/<? IESTAOMAC7h>X^luE^itflT-/;Wl 

KMAC7 Kl/^WjSfS^SMItf*) 
r^oSuES T A^M®^ltiE^li^W^x-^/u 
[^l^tTVN^r fc*rfllBUfc»-fr^tt, SuEAP 
tt, a«STA^»UTjg«i"5*r*:*#aii'C*>5*ff 
#a**3iJ«U ^Sf*31^^mjESTA^^®T*Bt-§- 

fbLTi*»fld»r#a««r£/*U K»f#ffc*#a«£1ifi 
ESTA^fSLTBEffpISraftiU, 8(rEl«#{b»r# 
a«Sra«L^B&ESTA^^ BuERf#{b*r*a«SrBu 
ESTA®*«T«#ftU-CffiE*f#a«SrS*b, « 

[fit** l 6 ] ME S T A^iuEA P \zM LTtuE<k 
M«SBBE3S*S:fr 5 SH-i&Sff ^ti^MAC ^ u — i\ 

ft<D7 Jx7$y* ^ (^Algorithm Number <D Wit* 

r o j t r i j i r n j "e*v^S^» r m j Tfc£, 

A 3o £ BIESSo 
J<9 [0 0 0 1] 

t-*5*tSBBE*ffiiBIEK«fwB8b, #^f-^^Pft 

{buxMiiafsi-sft/saL AN^r^m^T, mm 

B3li:BliEoni»lim«r "51164:1- 5. ilLAN^f 
A|cfe»i-SBBE*4fe4:BEK«fcB-J-S. 
[0 0 0 2] 

[?E*^ftW] SSLAN (Local Area Network : 7 

v^-r A^isi^rfi. ^^^gtt^r 

^ ft^-t-Sfc^tC, ggm-tZT*—?? l"—M.<DVm-i£fr 

[0 0 0 3] M«lL AN^^^^tc^itSBf^b*-^;^ 

oV^T^i, wtt^TI EEE (Institute of Electrica 
1 and Electronics Engineers : ^^/^^^iff 
8 0 2**d*r1 1 'E?fc UT**ftO*W*sajf> 

Tfi, Mi»LANtc:feW5Stti»IE:Pa60ffiP#{kX^BIiEo 
MOloHT, Shared Key (#a«) BBE**^» 

5^ [0 0 0 4 ] Shared Key^SStC^T te, Bll:^t«t 
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5ftS»LAN©l«J|^ tTtf5AP (Access Point : 
T^ir^^Vh) lt9M*lltUOSTA (St 
ation :*y- — ^B» 2 mimte^U\zK\,^& 
»t5 C t Off 5 1 lS^*I«lrtlt 5, 



-^HbiHf SrfT 5 KKte4«^o#3i*g(Dcf' <£> l oo^tii 

{fcJB©«toES#«fcfcBLTtt. IEEE802. llfcllSIIS 

[0 0 0 5] Shared Key^^tC^ft 5fSfE#JI[gt;LOl^ 
T\ B 1 0X150 1 1 ^#ILTMt5o 

[0 0 0 6] BlOtt, Shared Key*a;^*3ft 5 WBE^ 
JH*r^i"H"C*> t) . illfi, Shared Key^^cOfgfE^ 

[0 0 0 7] HI 0fc:|8V*T\ API KfcfLT Shared K 
ey^j^z^^mUW^k^nt) S TA 2 te, APll^L 
TsStE:7U-A 1 5 (^fy/Sl) 0 BJI7 

a 1 o^u—atj?^ spji, li i© (i) ^ie^ 

A 1 tC^-T^sS^ JfcoT*3 9 , Algorithm Number 
{T/Vzl ]) XA##) r 1 J £ U Tran 

saction Sequence Number ( h 7 >"*f ? is a ix^— V 
11-1-2^ r 1 j t Lfc7U^i4<,T 
V^c **3s Shared Key^ztM^Stt -5fgfE^tCfi % Algo 
rithm Number 1 1-1-1 — 1 1-4-1 fifjff;: T 1 j 

[0 0 0 8] ^T77 P SlT*STA2^f)l|iEft^§ 
ftbfcAPlte, fgfE:7 W — A 2 Srffl I ^Challenge Te 
xt (f-t^V^r^^ M 7^Aitfy 
STA2»z:#LtS«t5 Uf^S2) 0 »fiE:7 U 
^2tt s Hi 1 CO (2) ifiE7l/-A2^tMi: 
&o T*5 9 x Algorithm Number 1 1 — 2—1 flftu^Oil 
K> 1" 1 J ~C&> 19 x Transaction Sequence Number 11 — 

2— 214 r 2 J ~C\ Challenge Text element 

h^-U^l/h) 1 1 - 2-4^Challenge Text 

[0 0 0 9] y 2 fA P 1 ^ bBSE7 U - A 2 

^ift/cSTA2li, AP 1 ^SmLfc Challenge 
Text£, ^Challenge Text iZLtt-f 6 CRC32 (Cyclic Redun 
dancy Code 32bits) *fcHJ*Xfc:fl§ *51"5 ICV (Integrit 
y Check Value : >^ ^ ^ x ^ ^ ^ ]) ^ «— ) 

3) 0 tit, Bf^fbLfcChallenge Text £ ICV ffi 
«b^*a«i©IHl|#-e*>5IV (Initialization Vecto 
r : Y=i/ t 7^^V3 > • -<^^— ) £#lc % aMBE 
7^A3^V^TAPl(^LTi|flt5 Uir^ 
S4) o fgtE:7 -A 3 li. Hi lO (3) — 
A3 fc^i-Jg^iftoTfe!?, Algorithm Number 1 1- 

3- 1 f^mj^Oil 9 f 1 j X'tb *) s Transaction Sequen 



10 



20 



30 



40 



ce Number 11 — 3 - 2 f 3 J "C\ IV 11-3-3, 
Challenge Text element (ffir-^fb bfc Challenge Text) 
1 1 - 3-4, ICV 1 l-3-5trWlDLfc7U— At 

[0 0 10] 4TBK71/- A3 £gff Lfc 

A P 1 fix SfB7U-Art«flJ« (IV1 1-3-3) ^ 

S5*tfc#{bU §(|7 ArtlCV (ICV 11-3- 

5) ta#«**^bjmufcicv co-g:^, ^-g.jgjg.a, 

fe^btbS^i^^^^S 2T?S« LfcChallenge Te 

, g|E7U-A4S:STA2^LTl 

^411 Hi lO (4) ME7i/-A4lOTt»ai: 
&oT3o9, Algorithm Number 1 1 — 4 — 1 fifu^cOjl 
9 Transaction Sequence Number 11 — 

4— 2te T4J T\ Status Code a— K) 

1 l-4-9SrWatfc7U-Ai4oTV^ 0 ft*5 x 
H 1 1 UfcStatus Code 1 1-1-9, Status Cod 
e ll~2 — 9. Status Code 1 1-3-9 &t5Status 
Code 11-4-9J1, 7 1/- AS«JGfc3b©RT54ir*: 
51 ft ffi # il ft -T 5 It ft 7 ^ ^ /i- K Xh 5 o 

[0011] J: t? > Shared Key#Stte*S«- 

5BBE^JIEtfS»TU J£*ft, STA2iAPipflT#i 

ft £ ffl v > ft 7 u - A m # { b ii ft ^ f? to 5 J; 5 * o T 

[0 0 12] Shared Keyjj&lC&ft Z>&SEtm&T£<Ojj 

5 C m^<D—Mt Lttt, #^2 001-111544 
#^«IB«(D fii|LAN^f^|cjolt5iE*S^: 

ttfi 11-191761 -g-^aie 

(D^mx-te^ Diffie-Hellman(OjiiaiilT/U=/ y XA^ 
[0 0 13] 

[0 0 14] I 2^Jt LT±aUfc«EaST^ 

XASr^v>^BliE^)iH^j5vxxj4 % illt^rtT9^^ 



T 

RIHft if J: o Ta«aH&fcftfclR<DBliE*f IfeWfcdat* 
5Sfi©BIE*iailfT^^t>, Wls]<0BI£l§ira--#JIS 

yKh?t 5/^**^X1^ 5 t^5^Mf IT 

[0015] *»wwc±3fiufc*«f *a«-rsfcie>fc4 

**woB«jf4. «i»aflr«rfr5a 

HO "T? co *® It £r b fc m »/B OSiiBii i: BIE^F 
«<0ra**afc*RTttfc-*-5i:*fc % #Jle]cDl&fE£:5£T b 

ap iii^ts 2&n£x&<Dmu^m<Dffimt 

£ £ f&IE^©£i§{fci-£ ^ <b fc £ o 
[0016] 

B6E*flsK:*5V*t\ STA (^Kidg*^) M&aft 
^rtT^o 5 i:1"5AP (XJfeJS) coMACT Ki^^;5 5 fuiS 
S T AO«»t 5 A P flfdf If - ^A'rt l:#«Et 5 ^ 
5d>4:*fc*U SfrEMA C7K #?itrE A P flJSf S 
f - y /Wrt fclflFffi b * V ^-^^ tt, Su 15 STA liufS A 
PK**bT^M«BIEK3R*fTV\ gJfSAPttftrfE^BB 
SiBIIEM* a -C fe 5 m& \c n mJlB STA oBBE Sr ft 

5 ^Kte, 8tTlESTAttSfflEAPtC*fbT^ 
H3tt?fBEEK#S:frV\ BuEAPfimiE^MftSBIiHi 
*^*aT*>5»-&^HHaiESTAOBIE«rff 5, ^ £ 

[0017] *fc. fiit5APfl!r««3af — ^/w±, Bute 

[0 0 181 *e>lu, S9EAPI4, ifeoS««-cfcS 

apms^ «riBAPS*«jw»«-r5^mi'c*>5 

U SulESTAtt, g^«iT'fe5STASSS 

SufES TA»*«fc»«i--5^IMi'C*>S t 15^) 
STA^rM®^ SJI5STA^§B«^#bfce fc(Di- 

-tfBE9§»-c*>5 t r 5<os ta^- *fmmmt £rfi9$b 

[0019] *fc, fufSS TA^SufBAPfC^f bTWlE 
o-c«fiK*tt, S5l5^BMiBEE*IWtt, iESTA^b 

m&APizttLxmMLm&zfT? yzfts bsebee 

S*4rS«bfcS9fEA P^fefSIBS TAfC^bTSSlEA 
Pa.-if|EK»Sr»«i-S^f y^t, IM2APa-f 
BE93S£g« bfciulSS T A# N Ufa A P a- -If SEW* 
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S 

SrtftBEbfcftlcttrEAPa.— ifBEW»t^»#SJxfcH!rlE 
A P ^Ifi^"^^ V^TiulS S T A^— TlE^S^Bf -g-fk b 
T*#-fbSTA3.— 1fBEW»Srff*U iulS^^ibST 
A 3. - if E93 * Sr mile a P td^ b TS&fS -f 5 * f -y zf 
HulB»t#Yt:S TAi— !flEW»«rSffib^ffirffiAP 
S91BBtf#<kSTAi— tPEW#SrgJ|5APS««"C 
«#{bbTSul5STAi-1fSE^#Sr?f^b. ItulSST 
A^- — iffiE93*SrtfeBE bfc«f^HU 15 S TA^-f IE 
^jSf*SttfcStrlBS TA^BBft^fl^TltrEAPas^/S; 

;0 b/c#ii^i^Bt-§-{t:bTBt^-ft*il®^fF^:b, gtriEut 

*ft#a»*rl!ttlBS TA^iUff bTBtEff"6T^il*Pi-5 
* f ^ ^ £ a> 6> #/« £ *U ffirl5B»#ft*iaeS:Sffibfc 
fulSSTA^. MEPff#^*a«4:«rlBSTAa*«i-C 

«#fcbTBtJE#a««:?f£u zi&cD^u—^^t 

[0 0 2 0] ££>fc:. BuESTA#BuEAPK:*tbTfu 
E^BUfcBfiES^SrfT 5 Rfc:ai*« SJ15MAC7W- 

J*fa(Dy \s< — prft(D Algorithm Number OfiEte. 

roj r i j tfti^tos r n j -e*>5 % 

[0 0 2 1 ] -$itz, ItrEAPtt^ll^Waf-^A'Srffi: 
^b, SJE^BBflMffaST" — ^/WiMEAP^ig^tcBSE 
rP^T^a^ bfc^»^^5iul5S TACDMACT KV^ 
t s ^S T AOi!u!5S T AteMmt, UEAPiSRST 
A<DBBEfF"5r**c4*b*lTb*:*a«i:«:, SSfBtE 

[0 0 2 2] ^^>ic x HESTA#«flBAPl:#UTlll 
E^B»WBIESf**:tT5^f y^tt, ^H«SB1E^ 
WcJ:oT*«**b, SuE^IMiSBBE^JIHtt. StrES 
TA36^8uEAP^«-bT^BfiES*^ff 5 
t, WEWBBE»*S:a«bfc«rEAP*. HalS^li® 
HBBES*S:2lfSbfcHuES T AOMACT Ku^^bu 
15A P WE^BHftffS-f — "^/wrt tc#SEi-5 

d^^b, ^^bfc^^:, tul5S T AOMAC7 Kl^^ 

Bbfc^^Jwfi N iEAPH ^^S TAtC^tbTfg^ 

i-s«fcft*a«T*>sff*a<iS:**b. s^^an 
40 * mm s t A^n«"ci*#ft bT«p#fttf*a*t«r** 

U KW#ffc^#a«i*SuES T Ate 3lfS bTBEWRr 
t:iSit5^f7^t36»fei«Sh, Hul5Bf#{b^f*a 
»Srgff bfcltJES TA^, Sul5fft^>fkfr^a^^mjB5 
STAa««-ca*YbLTttE«f*a«*rW4b, »fe 

©7u-Ai»#fta«fctt*r*aiiSr««-r5, ^ ^ 

[0 0 2 3 ] tfc, mJl5S T A^mJlSAPtd^bTmjfS 
J±ft<D7 U — A^7-< ^(OAlgorithm Number (^)ffi H x 

5^ roj t r i j t r n j -efc^ttao* r m j Tfcs N 
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[0 0 2 4] *«B©i»L ANv-;*^A^:fctf <5MUE 
Sitt, SUL AN ^*^Afc::fctt5BBES^tk::l3V> 

T N te&mm*?T& 0 tf^AP (XifeJS) <DMA C T 
K # g #©Mt5A P iS^^S^ — ^/W^ fC#S 
-t*5d*5a>S:tfe*L. fuEMACT Kl^^fuEAPif 
a^S^— ^/U^K^S L^V^S^Z fi, fuEA P \ZM 

L'X^mmmm^^i^n^\ i&emact k^*ue 

APlf#WS^-^/l-^^#ffii-5^^^. tuEAP 
fc#LT^H«WBfiEif#«:fT5 STA 0£»*8*S) 

fifrffiSTA^fe©«HB^BI«BIEJI**>5V^ttKHE 
^BB«WBBE»*j6SS» S T-4> 5 teiuE S T AcdB 
fiE£fr5 iuEAP <b. Srfii5rt*#f tf5 0 
[0 0 2 5] HuEAP«f*ffIr^^tt, WufS 

S T A^SJfS^BI^iBIES^SrSoTK^BI^iBlEO^ 
TIi(Ot5AProMAC7 Kl^^Sr*«fBBE^TIIJBt 

[0026] ffirfSAPwt, g fc^aMSMrrfcs 

U HuESTAte. g^g^it^5STAg«g 

ttCS TAWj«fc»tf:t5^BltTf*S t i 5© 

[0 0 2 7] ^fcs iuES TA^fulBAPf^^f-LTfufE 

Pfci»UTBEEK#S:frV\ WEBBER* SrSfS bfcfu 
IB A P ^ tuE S T A tC^t LT iuE A P 3. — if 
itlfiU SiffEAPJ.-ifBEM«SrS«UfeSuESTA 

a*. MmAP^-^mwwz&mvtzWzmmAP^— 
^Mm9\^H^ntcmmAP^mm^m^^xmmsT 

A ^ — if IE W m * W -^{k b T flf #fc S T A ^ — tfcipj § 
£rffr£L^ mrlBfff^kS TA^- ifiiEKSSrSJIBAP^ 
*fbT3H§U BtrlBBt-S-fkSTA^— »fBEW»SrS<tb 
7bMfEAPas x SufEffff^bS TA^-— ifE^StrmjlBA 

p it mJiB s t a^.— if uwm&wtk 

U MfBSTA^.-if|E^S^^IELfc#^HaiESTA 

ifSEw»^as#sttfcffiiKs t A^mm^m^^xm 

IBAPiS^Ufc*5i«S:!lS#ftUTie#<b#5i|iSrf^ 
J*U HufBBf#-fb*a«iS:f91BS TAtc^f LTBIEf^ 
«r£riI£oU WEl*»ft*aiiSrgfllb*:1WfESTA 

[0 0 2 8] ££>lC, luffi S T AiSffifE A P LTSJ 

J*fo<Dy U — J^if^j Algorithm Number CD fit 
TOJ Xtt r l j -Tfcl^ffiRoR fnj T-*>S, C<h£r 



• 
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[ 0 0 2 9] £fc s MEAPti:^Bi«*3S^ — y/7u£{ft 

»U lfrE^H»»3S^ — ^niB5EAP^ag^tc»|iE 
ffF^S:Si*iL;fc:*JR0>W5iuES TAMAC7 Ki^^ 
ir, flESTAtf>S&ESTA4*§itti:, SuEAPdSfiEST 

[0 0 3 0] ffrESTA^HuEAP^^LTlS 
E^SB«SBEEK#£fT5«^fcra:. iESTA^fcW 
10 EAPtettLTWBfiEKfc&frV^ fuEf¥BHER;fc£r§ 
ftLfcBuEAPas, SuE4i§B«WBIES*S:aiffiU^iu 
ESTAMAC7 Kl^^iSg r fBAP(OtS»i-5S9E^ 

HUES TACOMACT Kl^^^tuE^^llil : ^^'- 

mx&z t z^comm s t A^mm^mm^mm^my" 

-•J/isftlz&gf LTV^r £ SrflfcBLfc*8^;iti\ iuE 
APIt a»STAfc»LT»3t-f5*f*:**3S«-efc 
5tf*»««r£j«U K*f#a«S:BuES T A^BMfc 

SrfJES TA^SHSUTBBEfFprSriiftiL. fuEBS^b 
*r*ii«Srg«LfcHrESTA#. iuE^fbfr^ilgi 
Srf&E S T A8*«T?tt#ft: LT»E*f*a«*:lf* 

[0 0 3 1 ] SuES TA^guEAP^^J-LTfuE 

^b^sbes**?? 5 m^Siit^n^MA C7u- 

J±fa(D7 A/J^t^^ (^Algorithm Number 

roj fc r 1 j £ r n j -cftv^*o« r mJ x*hz>^ 
30 :^«^t5 0 

[0 0 3 2] 

xmm&mmi*xmmi-z>o 

[ 0 0 3 3 ] B 1 fi*^^<^Mi^L AN^t Afcfe^ 

[0034] m 1 \z7F-r*mm<DMmte. m^lan^ 

Sife^^: LT(7)A P (Access Point : T^ir^/}f^ > 
M U> AP 1 ^»JRi-5»»«5|c«t LT60«»© 
STA (Station : ^7^ — v-aV) 2 (STA2-1, 

^ STA2-k) hfrbm&£tlX\,^Z> 0 i 1 f^fil 
<DJ&m&s IEEE802. <t n ^cOInfrastructu 

re ^y=7^ Y=7^7^\) Jj&Xlb Y) , ^<OJ:5*M 
SLAN^^ M7^-^^f/h¥fi^BSS (Basic Serv 
ice Set : ^*if — tf* • -fe 3/ h ) 4 £ s 5 « 

[0 0 3 5] BSS4l^fCio(t5AP 111, #STA2 
36SAP 1 ^raJHi"Sfc«>OflWLSr*tf Beacon {\f—^ 
V) ^W-A^r N II^(uBSS4^l^o-Kdrt^ 
h^lftb, ^^Beacon^ U — A^rgftbfcB S S 4F*90 
4STA2fi % iiffi ^^^{CAP 1 tC*tbTBIEM*Sr 

5^? ^tVn, AP 1 OBBEfFprSrSlt*:*. APi^jf 
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m&mz$LT-rz> z t^xv . ap i tcomm&ff? r 

t3dSRl|gt*-5 0 £/c, Infrastructure^S;^i3*t5B 
SS4^0#STA2H STA2Ba5ift«F^S3V^Tfc 
AP 1 Sr^Lfcilff £*T9o 

[0 0 3 6] H 1 1 tt (portal) t 

ftoW5* % Portal fcB\ IEEE802. 11^^(75 LAN ^ 

£»J3£ LTOAPUEthern 

e t (&mmw) u -u-* y v (ztmmm > s & ^ 

[0 0 3 7] ft*5 % E 1 JC*UfcHlKOJ!fllBr±, IEEE80 

«l»EIRIOBf#flSjtVBIEOj6ra;i: LT, Shared Key* 

BB«&fflV^»E;fr*&«fflLT^3o S&oT, Shared 
Key*^; t ESU1- S «> * *mMJ$M K *5 5 ^iE* 

[0 0 3 8] Jfcfc. B 2 MIT, AP 1 £ S TA 2 
[0 0 3 9] H2fi. APirSTAO-^J^ftPa/ 

[0 0 4 0] H2fcI*5^T, Ig^D'^SiSAPl 

TfctK TS^ny^BiSSTA2"efc5o 
[0 0 4 1 ] APlft IH2^^-r^L AN^7— Kl 
9-1 t±i<LU^^ t (D^C >* — 7^ — XX-hZ>k r ^ 

P / I P (Transport Control Protocol/Internet Prot 
ocol) ^!7/!)>5r-e/3yiM±e/P hn/Vfe 
I^v S^«S*frl8HTH^f5t)^T^^ S 
TA2H 0 2l^fi8LAN^- Kl 9-2 t Jiffi 

^y^-7x^l7-2^lT, APltra«*Jt 

[0 0 4 2] H2fc«-f*li|ftL AN* — Kl 9 - 1 £ «£ 
8LAN*-K19-2H, m-(OM&*ffiz_Z> 0 ££o 
T. S»LAN*- Kl 9 ^*5V>TI^ — OiASXlcM 

[0 0 4 3] B2l:/7t»i»LAN*-Kl 9 (19- 
1X1519-2) ti\ *»KIBT0 7U-A«ft«Srff 
piiSWl 2<h. X«fS*&3££fT5lEEE802. 11 PHY 

(Physical Layer : ^P h 13h 

MAC (Medium Access Control : l&fcT 0 ir * 
M^<DT t^^Um^fto IEEE802. 11 MAC^P h 
131 4t, MA ClT'OilEM^ ^(D ifl: 

ftMI-ZCPU t 1 6 (aotiat5 ± 

& -V«3B« 15^ ±# U-*f tj5ai3 1 5 
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[0 0 4 4] ftld, H3Sr#fiabT, STA2^AP1 
^»UTBESrS*"r5R^. S T A 2 t A P 1 IB-CiS 

[0 0 4 5] [U3te s RES*NfJCAP t S TAKti 

[0046] STA2 OA P 1 tC#H~ 3RfiEg#NN;i 
te. B 3 tC^i"IEEE802. llCOMAC^ U—J*-?*—-^ y 
h^^5MAC7l — ^30-1/5^ APUSTA2 
ra*CS^^tb. MAC7l/-A3 0-llt MAC Header 
10 (MAC^y/-) 3 0 - 2 £ % FrameBody {~7 Is — A 
3^7* ) 3 0 — 3 t FCS (Frame Check Sequence : !7 w 
— A^ay^f— ^J*) 3 0-4 £>6>bfl}5)c£;ft/r^ 

[0 0 4 7] ^LT, Infrastructure^r^^^ft^MAC 
Header3 0-2«\ U — A ^-Y ^ffi|»W«Sr^ 

-f"Frame Control (7 > b a — /!✓) 3 0—11 

» 30-12O7^^Kt> ^^~A^{f Kl/ 
£0 ^^r^fDA (Destination Address : 2lfi5fcT K^) 
30-13£O7^-/l^Kh 7W^AOM7c7 Kl/^ 
£r^i-SA (Source Address : aUfffjcT Kl^) 3 0—1 
407^-/UKh B S S 40»SiJfljaSr^i-BSSID 3 
0-1 5(^)7>f-;VKh ^^^fUS^^i-Sequen 
ce Control (^y^^y^n-;!/) 30-1 607 

[0 0 4 8] ~7 SI 2 ^7j^f-IEEE802. 11 M 

ac^p h=/v«ia»i 4 m ^tew-y^aes 1 sa> 

b£>5£{f M*:7 l^— A£ x mS tw^-TFrameBody 3 0- 
J0 3^AttT*^-fe/WbUx ^f^*1ffg^^^b^MA 
C Header 3 0 — 2 ^FrameBody 30-3 (Dfufclft *D 
^f£MAC Header 30-2^ FrameBody 3 0-3 ^ft-f 5 
CRC32 (Cyclic Redundancy Code 32bits) Mttiffi^fr. 
FCS 3 0 - 4 £ LT FrameBody 3 0-3Of5(:#JDt 

gj3 tC^Tct ?#IEEE802. 11 MAC^P h 

3/W:a5MAC7i/-A3 0-l^Mtr)o M 

l/^TEl 2 ^^i"IEEE802. 11 PHY'T'p h ^ /^MU 1 3 T? 

ti, SRMAC7 1/- A3 o- 1 fctt-tz&m&m&rr 

V\ 1 2 ^gt^MAC7l/-A 3 0 - 1 £ 

[0 0 4 9] y AS« 0$, B 2 ^^i"IEEE802. 11 M 
AC^p h=/U«L3Sai 4T1t M«I«SP1 2?r^TIEEE 

802.il phy^p v^tiotimni 3\zTmm%±m&?f^tc 

f^^zt LTglf Lf:MAC7l/-A 3 0-1 td^TUTCR 
C32 Of+S^:??^ ^If7 U — AF*3C£>FCS 30-4Of 
i:CRC32 J|ffl«*i:36S— 3ft+6»-fr^tt, MAC Header 3 

0-2 <DftB<DM$t b§:ia 7 i—J±\ctt1rZ>mm$:?T 

V\ FrameBody 3 0 - 3 <D^fr% JLfe \"{ -V&LS^ 1 5 
50 [0 0 5 0] H4atFH5Sr#fiRUT. *HJS?g 
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[0 0 5 1 ] 8 4ft AP*«jtt5^MH7-^ 
/^SrRW-t-SH^fel?. 13 5 hi, STAWf^AP 
m * « 3^ - ^ ^ £ » W f 3 H T*£> 5 o 

[0052] APift 134 tc^i-^glSiWas-r— ^/u 

40^ 13 2 (cgfiHL AN7J — K 1 9 - 1 <D**t V 

p 1 3&sa*^-*«w<o^iB^iBlE^^^3v^TBl^£fff RiSrtT 

ofc^S^WS S T A 2 COMA CfOftST Kl^T*&> 70 
5 i: :^MAC7 K W*3:fiM$i-£STA Mac Address 
(STAOMACrK^) 40-lcOffie£, ^fST 
A 2 cO^|^*>»£H-5Public Key y y ? ) 

4 0-2coffl|^. APl^fj£fPW^aSSTA2|: 

bfc*»«^i^1-3Shared Key (->^T — 
K^r — ) 4 0- 3<Dmtfrhmf$L£frX\^Z> 0 tU, 
AP 1 ^^HSi^S^ — ^/l^4 0<D&Tf%, STA2CO 
SfrBIiEf*F"6TJi[I ^^^-f" 5 o 

[0 0 5 3] STA2ft B5 l^tAPttaflr- 
^5 0^, i2II/TfiSLAN^^Kl 9-20^ ^ 
*V 1 6rtCftj§LTV^ 0 APflMlfiT-^/U5 0 
f*. S TA 2#**So&IMWEtI* ttR&Bi 
BEE<D^T3l»tf>^5AP 1 COMA C T K l"* SriSSrt" 
5 AP MAC Address (APcOMACT KU^) 5 0 — 1 CO 

ma>*t>mf&.zfrx#L sTA2f4AP«afi7 t ^ 

/U5 Oco^^tt*, AP 1 0*ffBBE^TH»JB^afti- 

[0054] AP1I1 1^4 Lfc^JMHfST 1 
-^7U4 0^©*SSfififl^tt, S«**OSTA MAC ad 
dress 4 0 - 1 <0^3t£rfTV\ 8tl:Sfiaf^©E|-MA «?0 

^51<t<oHJ6S^. APl}j:Mtflf-^4 0 

COSTA MAC address 4 0-1 cO^S^fTV \ ii{f*B^<0 

5 T A 2 (D«31««£^BB»BF«7 S '— ^4 0 cO&gfcO 

[0 0 5 5] £fc, STA2IJAPl^fc B5I: 
Tt&f^bfcAPlf «flf- ^5 0^<D«SRgftB#te: 
f±> ^^^^COAP MAC address 5 0-1 (Dfem&ffl'K 

Ji, S»rt*©flMIHf i *l: A P««f if-^ 5 

A 2 JiA Plf^f ^-7^ — ^/1-5 0 COAP MAC address 5 0 SO 
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- l<D^m^ff^\ aiftfg^cOAP 1 <D<ffSfl|*S:AP 

9, il^tm^^Sfbv^il^t^g^col ; 3g^t^{5^l : ^•x- 

ii^cite, APffl[«f ort-etfcTttiJifi: 

[0 0 5 6 ] 86, [37, 138. 139 Sr#BS U 

[0057] ^mMmm\c^^xn^ m 1 f^Lfcssn 

LANi/^fAcO, liiT'fc^APUWtlt 

TVn-5^co^-T5 0 ^LT, 1fBEW»tt, BE 

(i" AP lSclS*STA2) £<£>BB«, 

^-ifIE0^*^Sfti-5tcoi:-r5o 

[ 0 0 5 8] Hi fc:|3tt5STA 2#AP 1 £^UT© 
aSjfcilfB&fi^ 5 i-TSit'&KWu STA2fi*f AP 

[0059] sta2 fc'AMmmmmi&mz, bum^ 

%<DK¥ 1 COMACT K^^ffiV^B 5 C/7lf:AP 
If fgfST — >^/P 5 0 f*)cOAP MAC Address 5 0-1 CO^ 
*SrffV^ APttSffIr-^5 OrtllBEI^A 
P 1 coMACT K^#ffftUV^|:fi, #J[hJcoB 
IE^^<b LTi 6 U:^i-^BB«BffiE^Jg*fTV\ MIES 
t*AP 1 COMACT KU^a^Si-a*^^ ®* 

[0 0 6 0] 5fci\ ^JEcoBtiEM^ UT<E>4*liB«BBE 

[0 0 6 1 ] 8611, ^BB«^EE^]l|lS:^i-H-efc 9 . 
H7tt, ^W«BII^J«t£:^Ti£§«£*v3MAC:7 

1/— AcO:7 A^-x^^ (13 3 cOFrameBody 3 0 - 
3) ^fgt'fc^o 

[0 0 6 2] 13 6 ^C^5V^T, API » L T ^ HARt£ 

^)d^£5BIE^3fc£f7 5 STA2fi. APl^^tLT 
A 6 1 (^T-y^S 61) e BE 

1 (D^U— A/K^-fg&te, |3 7 CO (1) BSE 
7 V — A 6 1 IC^-f 3fc-oT*3 <9 . Algorithm Numb 

er (7^!)XA#f) 7 0-1 — 1* TnJ <tU Tr 
ansaction Sequence Number ( h7Vif^V3 — -$r 
V^#-§-) 70-1-2* r 1 j iLfc7l/- 

TV>5o **5. 4&BB«BE**I«c^^*BIE^^tt, Al 

gorithm Number 70-1 — 1 — 70-4-1 tefitlc: 
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r n j (ntt roj xfi r i j -eftvMijftoR) t-&>5 

ttO^it^o Algorithm Number 7 0 — 1 — 1 — 7 0 
- 4 - 1 £ Fnj r b\Z i 0. Shared Key^SWc 

[0063] ^ry/S6 1 ■CSTA2^b^B«BE 
^5^^^:{f UfcAP 1 fi s fgfE:7L — A62^VNTA 
P 1 <Dftt$1~ S^ — if BE9J»£r S T A 2 LT5£if f 
5 6 2) o 2f2 N HI7CO 

(2) 2tefMt^oti5^ Algo 
rithm Number 7 0-2-1 teliuj£<£)jl Y) ( n J "Cfe 9 , 
Transaction Sequence Number 7 0 — 2 — 2 r 2 J 
T\ AP(£>:x~- iff£W*7 0-2-3CAP 1 Offi^fS 
a-— 9*BE«» (a.— ifBE«»fc#|«i-SAP 

[0 0 6 4] j/^S6 2"CAP1^6BliE7^ 

62«:$«LfcSTA2tt, APl^feSffiLtAPl 
0^-ifgE^#Oft^£;f&fEbT. AP i (o^—^um 

1fBEW»*-jS^*tb^§B«iSr«VN-C. STA20 

3) 0 ^ITs HtffkUfeSTA2(03.- iffE^*^, 

s t a 2 (D^—*FwEmmzttM-rz> s ta 2 o^h«£ 

1E7 3 5rffil>TAP l^LTiifft 

S o fgfiE:7 A 6 3 fi. |^7<S> 

(3) BtE^l^ — A 6 3H^fiSi4oT*5^ Algo 
rithm Number 7 0 — 3 - 1 fitu^^jl 9 l" n j T*£>9. 
Transaction Sequence Number 7 0 - 3 - 2 fj: r 3 J 

t\ APtD'Ammx^^tistzsTA <d^— if be 93* 7 0 - 

3-3 Srf+iDbfc^ ^AiioTV^c 
[0 0 6 5] Xr^z/S 6 4T^|E7l/-A6 3 Srgff 
LfcAP 1 Ht, AP^)^§ljit?ffff^t;bfcSTA CO^- — if IE 
P^t70~3-3$rAPl (OMiT'Mjb Lt , ST 
A2^- 1ffEW*OI*lS&*£IiEU STA2W^f 

^fftt*ai««:^^b. STA 1ffEM»tc8S# 

r^S65) o LTBf#{kUfc#ffl««r, f&IE:7 U- 

^64«rffiv^TSTA2i:gfm mmwr*i & 

£ (Xt"-/^S66) 0 BE7 1/-A6 4tt, [*I7<7) 

(4) RSE7 A 6 4 l:^t»fti 4oT*3 9 , Algo 
rithm Number 7 0 - 4 - 1 teiiu3&£>}i K> TnJ 9 *' 
Transaction Sequence Number 7 0 — 4 — 2 f3: r 4 J 

T\ STA ©^B|TT?l*»ftLfc#a«7 0-4-3«r# 

JjDlfc7l/-Aiftot^5e **5. g| 7 td^LfcStat 
us Code 70-1-9, Status Code 70-2-9, St 
atus Code 7 0-3-9 XtfStatus Code 70-4-9 

[0 0 6 6 ] -t<£>ft x ^T^/S6 6fAPl^?>BE 
7l/^64S:gftL^STA2ft STA 0^9B«TBf 



O) #H 2003-5641 

16 

^{b Lfc^ii^ 70-4-3^STA2 <Offi«« 
fttt, APl^Lfc*MS:a5cU 
Jc:fft)ix5*ljBLa«^*5*tS7 AHjHHfcK:. R#a 

t^t^^i £ft£ (^7^5 6 7) c U±(OW) 

temmmwtmm&mT t & sta 

2^AP1RT7 AI**flsa«#S:fo*bS fc £ ft 

[0 0 6 7] ??BIEa*?Tfe;h<$R(0^Httf?BIX * 

io [0 0 6 8] i8^, 'Ammwmmmmz^irmx'tb 

AC7 l^' — J±(D~7 \y — A /J^ir^ §J5 flg 3 <7)FrameBody 3 
0-3) 4r^i-H-efe5 0 

[0 0 6 9] HI 8 tC^VNT. ^HEM^^fe^AP 1 

Ta**^BIBBBE^T*»©fc5STA2r4, 
SBES^i UAP 1 tC^-UTBIE^l— A 8 1 £21 
fit" 5 (^7^/8 8 1) 0 BSE 7 I— A 81©7 U — 
•^x-flRNi. m9(D (1) f&fE:7L — A 8 1 ^TF-f-JB 
5££ftoT*5l9, Algorithm Number 
£0 •§-) 9 0 — 1 — 1 S: TmJ t Transaction Sequence 
Number ( h =7 ^if ? a <{r 9 0-1 

-2£ r l j tLfc7^i4ot^c ft*5, 
Si^^IiE#)II(C^tt5BiEB#(Cfi N Algorithm Number 9 

0-1-1-90-2-iiiRc fmj (mfi r 0 J t 
rij t r n j t^v^ftfof) -efc* fc 

5 0 Algorithm Number 90 — 1 — 1 — 90 — 2 — 1 £r 

Tmj ft* £ J; 9 s H 6 ^ L;fc^lB«BBE3MK 

r i # nTte <b ft 5 C 
[0070] ^7y/S8 l^STA2^P>^HftSS8 
HS*^fftfcAP 1 J2 S APl^Lt^5i4 

ES*S:Slft bfcS T A 2 OMAC7 K^^^STA Mac 
Address 4 0 - 1 fc|Fftt5*»**fcfT5 (^7y/S 
8 2) 0 -t IT, tft*3ftSa5bbH *^fc»JSi-S 
^rMli^Public Key 4 0- 2 (^^fCl^^ LT V^ 5 ^ i 
SSBbfcS-&^H, A P 1 liSttS T A 2 ^LTfiS 

7-/^4 OCDPublic Key 4 0- 2 d> Ufc^MII 

(SaESTA2o^§B«) &m^rte*Hklrz> (x^ ^ 
^ 7 P S83) 0 tit, 0f^-<bbfc^f*ii®^, BiE^w-. 

-A8 2^ffi^TSTA2i^fft5 (777/S8 
4) o ^fE^U — A8 2li, m9(D (2) BBE7 l^ — A 
8 2 C^tMt^otfc^ Algorithm Number 9 0 - 
2 — 1 fitHtrifcoa 9 TmJ ^e^)«9 v Transaction Sequen 
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fcAPlfc S T A 2 lltO^iii^f i!rf Hf^ 1 
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1g^(DS T Afctttf^fiU APfiH?ffibftV\> -tb 
ts I BSSrt^*3ttSSTAW-CO^|B«i»|E^*5 

t^flfc S T A#»R»fc5E S T A^HtflflJ 

0) 4r<S»L3l*tt5«*t UfctotffcSo :^)J:54 
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[0 0 7 9] 

BSE^^mcofD-AP (XJft®) 2® B 

[Bll ^W^JftLAN^^^A^feJtSWBBeB 

[IS 2] A P i S T AO-WS:/TtS»^P y ^ BT* 

[0 3] REHjftB#fc:AP t S T ABJt?aSafB ^tb5M 
AC7l/-A(Oi*S:Mt5a"Cfe5. 
[B4] AP^^f5^1ffIr-7/H:l^t5 

[B5] S T AiSft»t 5 A P H «ff iT-^iS?? 
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